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ABSTRACTThis paper presenta computational approach to intelligence analysis
which isviewed as ceaseless digeery in a norstationary worldinvolving concurrent
processes okvidence in search of hypothes hypothesis in search of evides and
evidentialtests of hypothess This approach is at the basis of Discipléd, a cognitive
assistantthat helps intelligence analyst evaluate the likelihood of hypotheses by
developing Wigmorean probabilistic inference networks that link evidence to
hypotheses in ggumentation structures that establistine relevance, believability and
inferential force or weight of evidencelhe paper also shows how thatelligence
analysis conceptand methods embedded into Discigld A, which are based on the
Science of Evidencend Artificial Intelligence, can be used to improve other structured
analytic methods, using Analysis of Competing Hypothesis as an example.
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1.INTRODUCTION

Intelligence analysts and others face thkfficult task of drawing defensible and
persuasive conclusions from masses of information of all kinds that come from a variety
of different sources. Many books and papers have been written on the obvious
complexity of such tasksThe mass of evidence upon which comsatms eventually rest

has five major characteristics that make conclusions drawn from evidence necessarily
probabilistic in nature. Our evidence is alwaysompleteno matter how much we have

and is commonlynconclusiven the sense that it is consistemtith the truth of more

than one hypothesis or possible explanation. Further, the evidence is frequently
ambiguous we cannot always determine exactly what the evidence is telling us. A mass
of evidence is in most situationdissonantto some degree; somef it favors one
hypothesis or possible explanation but other evidence favors other hypotheses. Finally,
all of our intelligence evidence comes from sources having any possible gradation of
believabilityor credibilityshy of perfection. Arguments, ofteriunningly complex, are
necessary in order to establish and defend the three major credentials of evidence: its
relevance believabilityor credibility andinferential force or weightThese arguments

rest upon bothimaginativeandcritical reasoningn the part of intelligence analysts.

But these assorted evidential characteristics are not the only elements of the
complexity of intelligence analysis tasks. A major objective of intelligence analysis is to
help insure that the policies and decisions reachwothe governmental and military
leaders, at all levels, are well informed. The petelgvance of analytic "products” is a
goal routinely kept in mind. Analysts face different requirements in their efforts to serve
these policy and decisiamaking "custmers". In some cases current analyses are
required to answer questions that are of immediate interest and that do not allow
analysts time for extensive research and deliberation on available evidence regarding
the questions being asked. In other casesns of analysts participate in more lengthy
analyses that combinesvidence from every available sourc® make longterm
assessments on matters of current and abiding interest.

Identifyingthe complexities of intelligence analysis is actually the easty Yhat is
not so easy are efforts to assist analysts in coping with the complexities of the evidential
reasoning tasks they routinely face.

This paper presents systematicapproach to hypotheses analysis which is based on
the solid theoretical foundations of the emerging Science of Evigfeartd uses Avrtificial



Intelligencé methods to automate sigficant portions of the hypothese analysis
process helping intelligence alysts to overcome many analytic complexitifshis
approach is implemented iran intelligent cognitive assistantalled DiscipleLTA.
DiscipleLTA isa new type of analytic tool that integrates three complex capabilities. It
can rapidlylearn, directly fom an expert analst, the analytic expertise which currently
takes years to establish, is lost when analysts separate from service, and is costly to
replace. It cartutor new intelligence analysts how to systematically analyze complex
hypotheses. Finallyjt can assist the analysts to analyze complex hypotheses,
collaborate, and share information.

In the next section weliscuss the critical role of discovery in intelligence analysis.
Then, in Section 3, weresent aview ofintelligence analysias aprocess of ceaseless
discovery in a nowstationary world, process involvingvidence in search of hypotheses
(through abductive reasoning)hypotheses in search of evidenhrough deductive
reasoning),and evidential tests of hypothesdthrough inductive reasoning)all going
on at the same timeln Section4 we show howDiscipleLTA performs thiprocessby
employing a general divide and conquer reasoning strategy called problem reduction
and solution synthesis. Section 5 defines the major credentiaksvidence (relevance,
believability and inferential force or weight) and how they are represented in Disciple
LTA. After that, Section 6 presents the structure of the Wigmorean probabilistic
inference network® generated by DiscipleTA to asses$e likelihood of hypothess.
Section 7 presents how an analyst aae assumptions in an analysis developed with
DiscipleLTA, todeal with lack of evidence or analysis time, andreestigate whaif
scenarios. Section 8 presents a substablbed classificatn of evidence and how it is
used in assessing the believability or credibility of evidence. Becausentigsa of
complex hypothess from masses of evidenagenerallyresult in very large reasoning
trees Section 9 presents the abstractions used byipls¢.TA to facilitate the browsing
and understanding of these trees.

An additional claim with respect to Discidl@A is thatthe intelligence analysis
conceptsand methods embedded fa it, which are based on the Science of Evidence
and Artificial Intdigence, particularly the systematic approach to the development of
argumentation structures, the substantdind classification of evidence and the
associated procedure for assessing the believability of evidence, thelalith analysis
and assumptiordbased reasoning, may help the analysts perfdyetter analyses, no
matter what analysis methods they usEo justify his claim, 8ction 10 describeswvhat



is probably the most popular structured analytic meth&ichards J. Heuerfnalysis of
CompetingHypothesis]ACH]® and show howit can be improved by employing the
conceptsand methods embedded iDiscipleLTA.

We conclude this paper with a brief discussion on how Distipk can be used to
teach intelligence analysts tperform theoreticallysound evidencebased hypothesis
analysis, through a handm, learning by doing approactWe also mentiorfuture
research directions aimingt further facilitaing the complex evidential reasoning tasks
faced by the intelligence analysts.

2. DISCOVERY: GEMERNG HYPOTHESES, EVIDENCE, AND ARGUMENTS

All intelligence analyses, in common with analytic activities in any other context, begin
with the asking of questions about matters of interest. These questions can arise from
the analysts themselves or from otheersons, such as the policy or decision makers,
who are being served by intelligence analysts. These questions can concern possible
explanations for events or situations in the past or possible predictions about events or
situations in the future. In mangases these questions are bound together. In order to
predict possible events in the future we need accurate explanations for related events in
the past. The field of intelligence analysis has many inherent difficulties, but none seem
more difficult thanthe fact that analysts must provide their explanations or predictions
in a nonstationary world. In short, the world keeps changing as analysts are trying their
best to understand it well enough to provide explanations or to make predictions. One
consequege is that we have continuing streams of new information, some items of
which we will assess as being relevant evidence regarding our explanations or
predictions. An explanation for some pattern of past events analysts have previously
regarded as correct ay now seem incorrect in light of new evidence just discovered
today. A prediction regarded as highly likely today may be overtaken by events we will
learn about tomorrow. In fact, the very questions we have asked yesterday may need to
be revised or may e&n seem unimportant in light of what we learn today. One
consequence of all of this is that the process of discovery or investigation in intelligence
analysis is a ceaseless activity. It would be a drastic mistake to view discovery in
intelligence analysias being a stationary activity in a netationary world.

What exactly does discovery involve, or what needs to be discovered in intelligence
analysis? The answer isypothesesevidence and arguments linking hypotheses and



evidence From observationsve make, or questions we ask, we generate alternative
hypotheses or propositions offered in explanation for past events or possible
predictions about future events. In the continual streams of data or information
provided to intelligence analysts only aimate fraction of these data are justified as
being termed evidenceData or items of information only become evidence when their
relevance to hypotheses being considered is established by defensible and persuasive
arguments.What is true is that establishing these three ingredients of all intelligence
analysis is a very complex activity involvintaginative as well ascritical reasoning
Discovery in intelligence analysis involves mixtures of all three forms of reasoninhg tha
have been identified:abduction deduction and induction As we know, deduction
shows that something isecessarilyrue, induction shows that something @obably
true, and abduction shows that something mossibly true. The identification of
abductive reasoning was first made by the American philosopher Charles S. Peirce, who
argued that we will not generate any new ideas, in the form of hypotheses, by deductive
or inductive reasoning. He identified abductive reasoning as being associated with
imagirative, creatve, or insightful reasoning

But now we must return to intelligence analysis being a ceaseless dise®latgd
activity performed in a nosstationary world. On at least some accounts it may appear
that the generation of a productive hypaoesis occurs as a result of a single glorious
episode of abductive or imaginative reasoning on the part of a particular intelligence
analyst. Barring clairvoyance or divine intervention, this seems quite unlikely. Tying
discovery to just abductive reasomnoverlooks the true complexity of discovery in
intelligence analysis and in many other contexts. Remember that we have three things
to be discovered in intelligence analysis: hypotheses, evidence, and arguments linking
evidence to hypotheses. The fact thtae world is changing all the time we are trying to
understand it means that we have evidence in search of hypotheses, hypotheses in
search of evidence, and evidential tests of hypotheskgoing on at the same time
What this means is that discoveryintelligence analysis involves mixtures of abductive,
deductive, and inductive reasoning. By means of abductive reasoning we generate
hypotheses from evidence we gather; by deductive reasoning, we make use of our
hypotheses to generate new lines of inguiand evidence; and by inductive reasoning
we test hypotheses on the basis of the evidence we are discovering. Such testing
depends on the relevance and believability of our evidence. These factors combine in



further complex ways to allow us to assess tinéerential force or weight of the
evidence we are considering.

There is one further matter of interest here. What is termed abductive, imaginative,
or insightful reasoning is not perfectly understood. There are many accounts of this
reasoning, what ientails, how it arises, and how it can be enhanced. About the only
point of agreement among most persons devoted to the study of this form of reasoning
Is that it cannot be performed alone by a computer. Analysts may, however, be assisted
in performing abdctive reasoning. As we have shown elsewhere, there are many
species of abductive reasoning, depending both on how imaginative a new generated
idea is and Wwat form the new idea take$This account also shows how these different
species of abductive reasmg are always interspersed with deductive and inductive
reasoning steps in any form of complex analysis. Although this account was given in the
context of law, the same ideas apply to intelligence analysis.

3. EVIDENCE IN SEARCH OF HYPOTHESES, HYPON BESRCH OF EVIDENCE,
AND EVIDENTIAL TESTING OF HYPOTHESES

Figure 1 represents the process of ceaseless discovery in astadionary world,a
process viewed asgvidence in search of hypotheséthrough abductive reasoning)
hypotheses in search of evidenfterough deductive reasoningand evidential tests of
hypotheses(through inductive reasoning)all going on at the same timé&.o illustrate

this processlet us consider an analyst, Mavis, who reads today's Washingishand
comes upon an article that concerns how safely radioactive materials are stored in this
general area. The investigative reporter and author of this piece begins by noting how
the storage of nuclear and radioactive materials is so frequently haptanaother
countries and wonders how carefully these materials are guarded here in the USA,
particularly in this general area. In the process of his investigations the reporter notes
his discovery that a canister containing cesiliBY has gone mssng fran the XYZ
Company in MDjust three days ago. The XYZ Company manufactures devices for
sterilizing medical equipment and uses cesiliBY in these devices along with other
radioactive materials. This piece arouses Mavis' curiosity becauserabncern abat
terrorists planting dirty bombs in our cities.



The bottom lefthand ofFigurel shows an item of evidence (Bhat leads Mavis to
abductively leap to the hypothesis Bhown at the top ofigurel, that a dirty bomb will
be set off in the Washingto DC area. In this case we haseidence in search of
hypothess where Mavis may experience a flash of insight allowing her to generate the
hypothesis K| Asked to indicate why this hypothesis explains the evidence, Mavis
generates a series of propositiorthat can logically link the evidence and the
hypothesis, as shown in Table Phese interim propositions, in a logical sequence, are
sources of doubt or uncertainty about the linkage between the evidengar the
hypothesis | So, in this case, wieave evidence in search of hypotheses where new
AGSYa 2F SOARSYOS aaSINOKE FT2N KelLRaKSasSa

The diagram in the middle dfigurel illustrates the deductive processes involved
when we havehypotheses in search of eviden€nce the new hyothesis K has been
generated, Mavis has to assess it. The reasoning might start as followsvéfditrue,
there are sukhypotheses, listed asgtind H, that would be necessary and sufficient to
make H true. In turn, each of these stftiypotheses alles Mavis to deduce potential
items of evidence (shown as the shaded circles) that bear upon them. Notice that the
path from the hypothesis Ho the evidence Eis the reverse of the abductive reasoning
path from the lefthand side ofFigurel. So here weéiave hypotheses in search of
evidence that may favor or disfavor them.
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Table 2 An illustration of the abductive reasoning frdaigurel.

Evidence E Washington Post article on the missing of al8ésaamister from Company
XYZ in MD.

Acesiurrl37 canister is missing from Company XYZ in MD.
The canister containing ce$ihwas stolen.

The cesiuwh37 was stolen by someone associated with a terrorist orgapization.
The cesiurh37 will be used by this terrorist organizetinstituct a dirty bomb.
HypotheS|s k1 A dirty bomb will be set off in the Washington DC area.

& & o

Now, some of the newly discovered items of evidence may trigger new hypotheses
(or the refinement of the current hypothesis). So, as indicated at the bottom left of
Figurel, the processes of evidence in search of hypotheses and hypotheses in search of
evidence take place at the same time, and in response to one another.

This combination of evidence in search of hypotheses and hypotheses in search of

evidence results in a hypothesis which has to be tested, through inductive reasoning,
based on the discoved items of evidence, as shown in the rigtand side ofigurel.
The result of the testing process is the likelihood of the considered hypothesis (e.g., H
It is likely that a dirty bomb will be set off in the Washington DC area). If the testing of
the hypothesis renders it unlikely, then new hypotheses are searched for through the
other two processes.

4. COMPUTATIONAL APPROACH TO INTELLIGENCE ANALYSIS:
PROBLEM REDUCTION AND SOLUTION SYNTHESIS

Once a hypothesis has been formulated by the analgsy., H in the upper left of
Figurel), DiscipleLTAcan help develop the complex structures from the middle and
right-hand side ofFigurel. It does this by employing a general divaledconquer
approach to problem solving, callgaloblemreduction/ solution-synthesiswhich has a
grounding in the problem reduction representations developed in Artificial Intelligénce
and in the argument construction methods provided by theted jurist John H.
Wigmore™® the philosopherof science Stephen Toulmthand the evidace professor
David Schum¥® This approach uses expert knowledgad ancillary evidence to
successively reduce a complex problem to simpler and simpler problems, to find the
solutions of the simplest problems, and to compose these solutimos) bottom-up, to



obtain the solution of the initial problentor example, Figure shows the stegby-step,
top-down, reduction ofthe problem[P1]to simpler problens, while Figure 3hows the
step-by-step, bottomup composition of the solutions of thenspler problems into the
solution of the initial problemNotice that this and all the other examples from this
paper are only illustrative examples thahould not be utilized in reatorld analytic
products First, Discipld.TA reduces the initial probie[P1]to three simpler problems
[P2], [P3], and [P4]guided by a question and inswer, as also shown in Table 3
Problem [P2] is further reduced to 5 simpler probleragain guieéd by a question and
its answer as shown irfrigure 2

Table 3.The topproblem reduction step fronfrigure 2

| have to
Assess whether Al Qaeda has nuclear weapons based on the characteristics
associated with the possession of nuclear weapons. [P1]

What are the characteristics associated with possession of nuclear weapons?
Reasons, desire, and abildgppteomuclear weapons.
Therefore | have to

Assess whether Al Qaeda has reasdntaitbuclear weapons. [P2]
Assess whether Al Qaeda ésisedt@btaimuclear weapons. [P3]
Assess whether Al Qaeda has the abbiyitmuclear weapons. [P4]

Let us nowconsider the5 leaf problemsfrom the bottom of Figures 2 and. 3
DiscipleLTA uses a six point symbolic probabilitiesscale (no evdence, a remote
possibility, unlikely, an even chance, likely, almost certain) to expresprtimbilistic
solutions of thee problems solutions shown at the bottom of Figure Bhese symbolic
probabilities correspond to theUSNational Intelligence CouOA f Qa4 { G YRl NR
Language. However, ¢hlanguagecan easily be changed to consider more or fewer
symbolic probabilities and to associate specific probabiiitgrvals with each of then’

The probabilistic solutions from the bottom part of Figurer@ combined through a
Yl E¢ Ttdzgbtiin the solktion [SRshown both in Figure 3 and in TableThe
probabilistic solutions [S3] and [S4] are obtained, in a similar way, from simpler
solutions. Then the solutions [S2], [S3], and [S4] are combinedd K NB dzZa3 K |
function, into the solution [S1] of the problem [P1] from thep of Figure 3Notice that
some worddrom Figures 2 and 3 are underlined (e.g., Al Qaeda, nuclear weapons)
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They corespond to entitieghat are represented into the knowledge base Disciple
LTA" DiscipleLTA displays their descriptions when the analyst clicks on their names.

What DiscipleLTA does is to reduce a complex hypothesis to hypotheses that are
simple enough to be reliably assessed based on the available evidence. For example, it is
easier tof Assess whet her -Adfens€aseadreasomotmainsucldae r s s
w e a p basesl prnothe available evidence (as discussed in the next section), than it is to
ARAssess whet her Al Qaeda has nucl ear weapc¢
possession of nuclear weapons. 0

Table 4 The topsolution sythesis step fronfigure 3

| have determined that
It is almost certain that Al Qaeda has readmasriaclear weapons. [S2]
It is an even chance that Al Qaeda has ddstmariaclear weapons. [S3]
It is a remote possibility that Al Qaetite ladoslity twbtaimuclear weapons.  [S4]
Therefore | conclude that
Based on its reason, desire, and ablititgitbuclear weapotisis [S1]
a remote possibitiiat Al Qaeda has nuclear weapons.

5. EVIDENCE CREDENTIALS

In the previous section we have shown h@scipleLTA reducea complex hypotasis
analysis problento simpler hypothes analysis problems. In this section we will show
how the simplest hypothesis analysis problems are solved based on the available
evidence. This requirethe development of often stunningly complex arguments that
link evidence to hypotheses by establishitige three major credentials of evidence:
relevancebelievability andinferential force or weight

The relevanceanswers the questionSo what? How does this datum or item of
information, whatever it is, bear on what an analyst is trying to prove or disproke?
believability answers the questionCan we believe what this item of intelligence
information is tellingus? The inferential force or weightanswers the questionHow
strong is this item or body of relevant evidence in favoring or disfavoring various
alternative hypotheses or possible conclusions being entertain€itfure 4provides a
simple illustration dthese evidence credentiglas discussed below.
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In an interview with Hamid Mir, publisdan Dawn, a Pakistani Englistwspaper,
Osama bin Laden made the claim that Al Qaeda has nuclear weapons to defend itself.
We refer to this item of information as EMIawnMir01-Olc (seeFigure 4. Our
problem, shown at the top dfigure 4is:

Assess to what extent the item of evideAba\WIr0101c favorthe hypothesis
that Al Qaeda considersdafinse as a reasooltaimuclear weapons. [P5]

We can solve the problem [P5] by reducing it to two simpler problems:

Assess to what extent PéawAMir0101c favors the hypothdsas Al Qaeda [P6]
considers salefense as a reasooltaimuclear weapons, assuming that
EVDDawrMirO301c is believable.

Assess the extent to whichBEAAMVIir0301c is believable. [P7]

[P6] is the problem of determining the degree refevanceof an item of evidence
(i.e., EVBEDawnMir01-01c) to a hypothesisin general, thiss a complex problem of
developing a relevance argument linking the content or substance of the item of
evidence to that of the hypothesis. The relevance argumeiaty he developed by
employing the problem reduction and solution synthesis raggch discussed in the
previous sectionHowever, because the relevance argument depends on the substance
or content of the item of evidence of which there is a near infiniteetsrithere will be
no book or other reference sourcerhich, in any situation,will tell an intelligence
analyst what the links in a relevance argument should be. The analyst must imagine
these links based on her experience and stock of knowledge. Thieere whe analyst's
imaginative reasoning becomes so important. However, Distipk can learn from a
specific relevance argument developed by the analyst and may help develop similar
arguments in the futuré® In our example, however, the relevance prablds very
simple. Indeed, according tBVDDawnMir01-01¢ Osama bin Ladenlaimedthat Al
Qaeda has nucleaveapons for seltlefense and this item of evidence is obviously very
relevant to the problem of assessing wheth&r Qaeda considers selefenseas a
reason toobtain nuclear weapons
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However, just because we have evideradgout an event doesiot entail that the
corresponding evendid occur.Therefore our empirical testing involves inference about
whether the event did occurwhich is the problem [P7]. Solving [PSUpplies the
believabilityrelated foundation for inferences about the degree to which evidence-EVD
DawnMir01-01c favors the considered hypothesiisinvolves a significant amount of
critical reasoning on the phof DiscipleLTA, which will significantly support the analyst,
as discussed in the Secti8n

Let us now assume that we V& obtained the solutiondS6] and [S7]of the
problems [P6] and [P7], respectives indicated ifrigure 4

If we believe ENDawAMIr0101c, it is almost certain that Al Qaeda [S6]
considerself defense as a reasavbtaimuclear weapons.
It is an even chance that the information provideDdayHARDI01c [S7]
is believable.
These probabilistic estimateé A @S ® al f Y2aid OSNII Aafg | YR
combinedd G KNR dz3 K | dGordetgrinine ftazyif€réntial fgrace or weighof

EVDBDawnMir01-01c on the considered hypothesis:

Based on EMDawAMir0101c, it is an evehance that Al Qaeda [S5]
considerself defense as a reasaybtaimuclear weapons.

Disciple] ¢ ! Qa thdzirffun&idn to combine theelevanceof EVBDawnMir01-
01c with itsbelievability to estimate itsinferential force or weightn the considered
hypothesisis reasonablelndeed,considera highly relevant item of evidence E which is
not believable This item of evidencavill not influence us much in accepting the
hypothesis H. The same is true for a believable item of evidencehvidicot relevant.
Therefore, in both cases, the inferentfalce of E on H is very small, which is consistent
with using the min function.

In its current implementation, DiscipleTA uses ra approach to combining
probabilistic estimates based ofuzzy probabilities'” However, one can also define
other types of synthesis functions.
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6. EVIDENGBASED HYPOTHESIS ASSESSMENT

DiscipleLTA may developvery complex arguments for hypothesis assessment by
employing the generalproblemreduction/solutionsynthesis approach discussed in
Sectiond. Figure Sillustrates the process of assessing the hypothesigkbblem [P8])
which is first reduced to three simpler hypothesesy, H,, and Hs (problems [P9],
[P10] and [P11], regutively) Each of these hypotheses is assessed by considering both
favoring evidenceand disfavoring evidencée.g., problems [P12] and [P13]et us
assume that there are two items of favoring evidence fer. iy and E&. For each of
them (e.qg., B DiscipleLTAassesses the extent to which it favors the hypotheékiq(i.e.,
[P14]) This requires assessing both ttedevanceof E to H;; (problem [P16])and the
believabilityof E (problem [P17]) Let us assume thabDiscipleLTAhas obtained the
following solutions for these two last problems:

If we believe then Ik is almost certain. [S16]
It is likely that I8 true. [S17]

By compositinghe solutions [S16] and [S18]S @3 &> §{ K NPB dz3 KDisdipled Y A Y £
LTAassesses thmferentialforce or weighof & on Hy:

Based onH is likely that s true. [SH]
SimilarlyDiscipleLTAassesses the inferential foraa weight of & on H:
Based onz is almost certain thatdtrue. [S15]

By composing the solutions [§1and[S1586 6 S®3I d T § K NP dAKIpldLTAG Y I E £
assesses the inferential forceskight of the favoring evidence (i.e, &d E) on H:

Based on the favoring evidence it is almost certais that.H [S12]
Through a similar proces&3iscipleLTAassesses the disfavoring evidence for. H
Based on the disfavoring evidence it is unlikelstfaséd [S13]

Because there isvery strong evidence favoring d and there isweak evidence
disfavoring H, DiscipleLTAconcludes:

Itis almost certain thatisitrue. [9]
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